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PROFESSIONAL SUMMARY

Security-focused IT professional with hands-on experience in network security monitoring, firewall management, intrusion detection, SIEM administration, and virtualized infrastructure. Proficient in log analysis, alert triage, incident response, and threat hunting using Wazuh, Elastic Stack, Suricata, and pfSense. Familiar with MITRE ATT&CK;, SOC workflows, and incident documentation. Seeking a SOC Analyst or Security Operations role focused on threat detection, network defense, and incident response.
TECHNICAL SKILLS

SIEM & Log Management: Wazuh, Elastic Stack, Elasticsearch, Kibana, log aggregation, log correlation, syslog (RFC 5424), alert triage, threat hunting, MITRE ATT&CK;
Firewalls & IDS/IPS: pfSense, Suricata IDS/IPS, stateful packet inspection, NAT, firewall rule management,
VLAN segmentation, network access control (NAC)
Incident Response: log analysis, alert triage, root cause analysis, tcpdump, packet capture analysis, OSI model troubleshooting, file integrity monitoring (FIM), vulnerability detection
VPN & Encryption: WireGuard, PiVPN, IPSec concepts, full-tunnel routing, PKI, preshared keys
DNS Security: Pi-hole, Unbound, DNSSEC, DNS sinkholing, recursive resolution, DNS query analysis, C2 detection
Virtualization & Infrastructure: Proxmox VE, TrueNAS SCALE, Docker, Docker Compose, ZFS, Ubuntu Server, Debian/DietPi
Networking Protocols: TCP/IP, UDP, DNS, DHCP, HTTP/HTTPS, SSH, syslog
Systems & Tools: Windows Server, Active Directory, Group Policy, NTFS Permissions, ServiceNow, Linux CLI, bash, iptables, NGINX, Certbot/Let's Encrypt
PROFESSIONAL EXPERIENCE

Data Support Technician | CSpire | 2026 - Present
· Monitored network connectivity, routing devices, and traffic flows to maintain stable and secure servicedelivery.
· Verified public IP handoffs and analyzed network traffic to troubleshoot connectivity and routing issues.
· Utilized ServiceNow to document, track, and resolve network incidents following structured ticket managementworkflows.
· Collaborated with internal teams to diagnose infrastructure problems and support escalated network servicerequests.
SECURITY PROJECTS

Enterprise-Grade Home Network & Security Infrastructure | Homelab | Ongoing
Designed and maintain a multi-host homelab simulating enterprise network architecture with layered security controls, VLAN segmentation, centralized SIEM monitoring, IDS/IPS enforcement, and encrypted remote access.
SIEM Deployment & Security Operations
· Deployed Wazuh SIEM (v4.7.5) with Elastic Stack (Wazuh Indexer + Wazuh Dashboard) for centralized logaggregation, real-time threat detection, and security event correlation across all network hosts.
· Configured Wazuh agents on Linux endpoints and enabled syslog forwarding from pfSense and TrueNAS fornetwork-wide security visibility.
· Mapped security alerts to the MITRE ATT&CK; framework, documenting tactics including Privilege Escalation,Defense Evasion, Persistence, and Credential Access.
· Performed log analysis and alert triage across firewall, authentication, and system events; tuned detectionrules to reduce false positives and improve signal quality.
· Conducted file integrity monitoring (FIM) and vulnerability detection across managed hosts with real-timealerting on unauthorized file changes and known CVEs.
Network Security & Perimeter Defense
· Engineered a segmented network using pfSense with VLAN isolation, custom firewall rule sets, NAT policies,and firewall log forwarding to the SIEM.
· Deployed Suricata IDS/IPS on pfSense for real-time intrusion detection, signature-based threat identification,and automated alerting on malicious traffic patterns.
· Implemented stateful packet inspection and perimeter defense rules with granular allow/deny policies andinterface-level access controls.
· Designed static routing, outbound NAT, and inter-VLAN routing policies to maintain security boundariesacross network segments.
DNS Security & Threat Visibility
· Deployed Pi-hole v6 as a network-wide DNS sinkhole for malware domain filtering and DNS query logging,providing full visibility into DNS activity across all hosts.
· Configured Unbound as a DNSSEC-validating recursive resolver to prevent DNS-based surveillance andinterception.
· Analyzed DNS query logs to identify anomalous patterns, blocked domains, and potential C2 callback activity.
VPN & Encrypted Remote Access
· Deployed WireGuard VPN via PiVPN with full-tunnel routing, persistent keepalive, preshared keyauthentication, and multi-peer client support.
· Configured pfSense static routes and firewall rules to correctly handle VPN client return traffic while enforcingaccess control policies.
Incident Response & Troubleshooting
· Investigated and remediated network outages caused by misconfigured NAT rules, stale VPN interfaceremnants, and routing conflicts using tcpdump and firewall log analysis.
· Diagnosed DNS resolution failures, VLAN routing mismatches, and firewall rule ordering issues using astructured OSI model approach.
EDUCATION & CERTIFICATIONS

Western Governors University
Bachelor of Science in Cybersecurity and Information Assurance (In Progress)
